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Editor's Note }

N i
JﬁEOver the last decade, globally ITaws have tended to mand

compliance and the CxOs were slowly getting drawto iintegrating “Regulator
Compliance” as part of the business strategies. e\@v, In Indialnformation Technolog
Act 2000 ( ITA 2000) largely remained unnoticedhsy corporate world until substanti
amendments were passed with effect from Octohe2aD9.

With these amendments, the new version of ITA 20h is referred to as ITA P8 has
now made all CxOs sit up and take notice of thsterce of this Aathich has introduce
many mandatory Information Security practic€ampliance of these provisions has t
become the responsibility of the top managemeewery corporate entity in India.

Additionally, the operation of Clause 49 of the $HBting guidelines has thrown i
critical challenge to listed companies to appendestificate in their annual reportghat
“all regulatory compliance requirements have bearfifed”. The Directors of thi
Company including the “Independent directors” wilbwbe responsible for the regulatc
compliance and hence need to take a view whetheototheir company is complying w
ITA 2008.

This news letter proposes to address the requiresneinthose CxOwho are keen to
empowered with updated infoation on Cyber Laws and how the laws affect Corfe
Managementn India. It will provide technical and legal ingialong with relevant nev
collated from other sources. We intend cargyiarticles, interviews and provide f
interaction with the readers through Feedback anegQions and Answers sections.

The focus of the news letter will be the top maneage in the industry, both IT and n
IT. However, legal practitioners may also findugeful. Readers may also find it useful
refer to the websiteyww.naavi.org

This being an inaugural issue, more emphasis isquan discussinthpe “Need for Cybe
Law Knowledge for CxOs”. The&knowledge + section includes a discussion
“Intermediaries” and how Cyber Laws affect thernm the subsequent issues there wil
broader and deeper coverage of different aspect€ydfer Law so that the news letter
would become an essentiadol of Empowerment of the CxO s for the Digital Era.
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[ Interview of the Month-1 ]

Management Services.

Dinesh Pillai, CEO, Mahindra SSG, is a certified B®9 Lead Auditor
and heads an organization which specializes inrimétion Security

Having set up the Physical Security Consulting #tadn MSSG, and

working since its inception, he recently took oasrhead of MSSG. A
| Post Graduate in Electronic Engineering, Mr Dindsdis extensive
4 experience in IS audit and implementation.

Mr Dinesh Pillai shared his views on the relevaotkgal compliance to CxOs, in an e-mail

interview with Naavi.

ﬂvou think Information Technolom
Act has relation to the functional

responsibilities of a CxO?

As per IT Act 2008, the responsibility
misuse of the information systemests
with CxO. The act explicitly mentions tr

IT and other infrastructure
must be protected from misuse anc
expects the CxO to take necessary
measures to achieve this. Moreover, (
must prove that they had exercised
necessary due diligence to prevent
contravention.

So far in most of the organizatiol
information security was not assignéal
any CxO as a key responsibility and w
this amendment in the IT actxO has nc
option but to tag the responsibility in cle
terms to personnear set of personnel at
maintain demonstrable evidence to st
that controls and procedures we
implemented to prevent misuse.

This act does not leavany room fol
negligence on part of CxO.

- /

©Naavi

ﬂw does ITA 2008 affect m
certifications to be provided by a CEC

under Clause 49 of SEBI listinc
regulations?

The CEOQO's certification under Clause
of SEBI is like a positiveassurance repc
stating that his good offices have enst
that the financial statements, oth
statements and transactions are corre
the best of their knowledge presentrue
and fair view of the company's affairs ¢
are in compliance with existing account
standards, applicable laws and regulations

This is CEO certification of the goc
governanceframework to the board ai
we cannot ignore IT Governance ¢
information Security in this.

It is only a matter of time when tl
certification of IT and information securi
governance will become a part of -
clause 49certification. This will involve
areas like integrity, retention and
availability of information. $me highly
evolved organizations are making

necessary modifications to the report
Wework to include these W
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Interview of the Month-1 ]

ﬁhat is the channel of informatim

most suitable for CxOs to follow
Cyber Laws that affect the

Company?

Ideally the most suitable Informatis
channels should be the websites an
publications of Supreme Cou
CERTIn, and Ministry of IT.

However, sometimes thesgtes are
not updated. There is need of ¢
single and
updated government channel to av
confusion .

While the IT act lays dowihe basic
legal requirementsthe operatione
part of the security procedurbsve
been left with various agenci
(prominently CERTIn).

This creates dot of confusion in th
minds of CxOs to have a referer
point for cyberlaws. Various rule
which have been suggested in IT ,
2000 for Securityhave also bee
removed in the IT amendment (20!
Act. The best available wais go for
the ISO 27001 Security certificatit
and have a trustedpartner helj

m can
practitioners

Qﬂintain it.

|
Dinesh Pillai, CEO, MSSG

Information Secm
incorporate Legal

Compliance under ITA 2008 into IS audits?

Although the standard for Informati
Security is 1SO27001, when it comes to
audits, 1SO19011 is commonly referred
which lays down the guidelines for
auditing.

Using this guideline to audit a domain
ISO27001 which refers toCompliance
Information Security practitioners shot
prepare a Checklist majng
sections/subsections of IT Act to ISO 27!
and carry out auditaccordingly. (E.g. Sectic
85 of IT act can be mapped to Clause A.6
of ISO 27001).

Similarly various control and clauses
standards may also beapped to IT Act
Where any sectionannot be mapped the n
controls and/or process should be designed.

that are the steps you suggest for a company to cehg with ITA 20087 \

Qompliance

Establishing ISMS framework in the organizationtaily helps and goes beyond -
requirements of Compliance. e@ification on Information Security/IT Governar
would certainly help achieve a third parperspective and assurance of pract
followed. Organization should otherwise conducgérent checks and Self assessn
exercises to get a positive assurance on a peradis. Audit on Information Security)|
Practices at least once in a year by credited @niified auditors helps in the over

J
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[ Interview of the Month.-2 ]

prominent

s |

experience in

Rajat Mohanty, operations

CEO Paladion

Do _vou think Information Technology Act
has relation to the functional responsibilities
of a CxO?

Information Technology Act, as amended
2008, has several provisions that impacts
enterprises create, use, share and n
electronic data, includingrotection of privatt
data.A failure to meet these requirements
result in significant penalties, liability at
damage to the organization's reputation.

From a regulatory perspective, top manager

is responsible for promoting a self sustair
level of operations that minimizes impact to
business through breaches of laws.Topg
management therefore need to take
account the amended IT Act which has bec:
effective recently.

In my view, Information Technology Act n
just impacts the IT depanent but several othi
business functions in today’'s enterprise. TQ
take few instancesdt can impact variou
contractual relations created, explicitly
implicitly, over electronic format, or It ce
impact the services offered to end custor
which are electronic in nature likecemmerce
e-banking, eauction and others, or It can a
impact an organization for any wrongful use
information assets by its employees. As
can see, these relate to functional activitie
departments such as finandglivery channel

and human resources apart from IT and &
departments.

©Naavi

Rajat Mohanty is co-founder and CEO of Paladion ohehe
players
implementation, in India. An alumnus of IIT and/lKolkata, he
brings a deeply analytical mind to solve businesblems. He has
set up a successful business around InformationurBgcat
Paladion. As part of Paladion, Rajat has workedhwéading
financial services firms across Asia, assistingdevelopment of
security architecture and strategy. Rajat has dveryears of
information

in Information Security audit and

risk management and teldgy

4 h

How does the Act impact the information
security activities within a corporate?

Information  technology  Act  require
organizations to apply the principle of c
diligence for protecting the sensiti
electronic data. While it has not yet prescri
the nature of protection measures, it calls
establishingreasonable security practices
the organization.

It is usually difficult to quantify what level c
security can be called as reasonable fo
organization, but adopting global standard
security and business continuity, such as
27001 and BS 2%® certainly will help
However organizations will need to carry 1
detailed risk analysis of sensitive custon
personal data stored & managed by them
apply greater protection which can
demonstrated as being at par with sim
technology or praeces adopted by simile
organizations worldwide.

As mentioned earlier, some of the activil
around logging, monitoring, data retent
and encryption will need to be aligned w
the provisions of the Act. Also the end u
awareness training will need to incorporate|

sessions on IT Act awareness.
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[ Interview of the Month.-2 ]

What are the steps you suggest for a company to cpig with ITA
20087

As a first step, it is imperative that managementerpret the
applicability of relevant provisions ofi¢ Act to their specific busine
functions and assess the level of compliance. Ackguxercise tc
determine the gaps that exist in business procemsg@dT processe
will not take more than 2-3 weeks in most orgamirat

Based on results of such gapsassment, top management there
can direct necessary resources for staying compligh the Act anc
for building appropriate culture for compliance.

Specifically, some of the actions that will be riggd for compliance
will revolve around-

Rai h » Identffication of personally sensitive data within theezprise
ajat Mo anty, that needs to be protected

CEO, Paladio > Setting up reasonable level of security based @e sinc
complexity of each organization

Use of encryption and electronic signature systems
Personal data acquisition and retention strategies
Logging and monitoring of access and usage of paistata
Policies on acceptable usage of information assets
Contractual liabilities established with customamnsl partners

VVYVYVYV

How can Information Security practitioners incorporate Legal Compliance unde
ITA 2008 into IS audits?

Organizations that are ISO 27001 certified needsdémonstrate compliance to relevant regula
requrements. In the Indian context, IT Act will defigiy become relevant for consideration under
27001 certification. Therefore, the periodic audigsried out for maintenance and improvement of &
under the standard, will need to incorporate chéwta provisions of IT Act.

Some of the checks can be-

% Whether organizations periodically carry out idBedition and risk assessment of sensitive pri
data

% Whether data retention schemes are in place acoiipliance with regulatory requirements

« Whether authentication schemes are in compliandth the Act specially for contractu
arrangements

% Whether system exists for adequate monitoring afidction of data pertaining to cyber incide
and computer misuse

% Whether end users are appropriatelyoimed about their responsibilities for protectiof
electronic data

©Naavi Issue 1 6




[ Cyber Law News for CxOs ]

Seeds of a Cyber World Waremanate from
China:

Two developments from China havaised lot:
of concern to Cyber Space watchers. Fir
China introduced a special Domain Na
registration system which is a prelude
banning all unregistered domain names f
access in China. This could isolate the Chil
population from the global information tmeork
so that they would not be influenced by
democratic thoughts.

Simultaneously the fight between Google
Chinese Government has led to the three
Google withdrawing from China. This is
symbolic fight of one US corporation which
the biggest footprint in the Internet to resist
Chinese authoritarianism spreading in
Internet.

At this point of time it is not clear where t
fight is heading. It could see either one of
parties buckling down under pressure or rally
of democratidorces behind Google to challer
China in Cyber Space. Though US may not
to have a conventional war with China, it n
like to see a shadow war being fought in Cy
Space by rallying around Google. Uncert
days are ahead of us and Indian Corpwrat
would do well to recognize this “Cyber China-
Country Risk “ and factor it in their corpore
policies.

ﬁech Mahindra Buys BQ

Patent Rights from UPaid:

When Satyam Compute
received a notice from UPaidh
2008 demanding a compensati
of US $ 1 billionon account o
the failure of their Patent case
US attributed to a possit
forgery of two signatures in
Patent support assignment fc
signed by Satyam employees,
Indian Corporate world realize
the threat of huge vicariol
liabilities due ofnon complianc:
of laws and lack of awareness

WS in employees /
ﬁndian Industry gives a Thumth

Up to ITA 2008

A study conducted by Da
Security Council of India (DSC
and KPMG in association wi
CERTAN, 86% of the 15(
respondents expressed a view
that ITA 2008 will establish
strong data protection regime. 7
of the respondents also consi
that it provides assurance to
International partnerSEmployee
Non Seriousness" was identified
the highest concern with 64%

@pondents highlighting the saﬁ

@ource Code Theft Case on Chinese Government

A law suit by a Californian Compartyas named seven Computer makers including Somgwvce
and Acer along with the Chinese Government accusiggn of willingly joining a Chines
Government plan to spread @ftsvare known as Green Dam Youth Escort, througlioel country
The Company, Cyber Sitter has stated that its 30@8 of source code have been pirated to c
the said software. Each of the computer makers tecthwith a Chinese government requimto
install Green Dam on new computers, or to includelacontaining the program with each n
computer. The lawsuit claims that the computer maleventually found out that the softw
\included pirated code, but continued to comply itk government directive. /

\
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[ Cyber Law News for Cx0Os..z ]

GK Domain Name Agency Blocks 1219 Domains \

Nominet, the body responsible for the .uk interaddresses disconnected over 1,
websites without any orders from a court based onlypolice assertions about crimina
activity on the sites.

Many website owners wergurprised that Nominet was prepared to disconseanhany
sites on the evidence of police claims alone. Nemmaintained thatit acted becaus
there had been a breach of the contract agreeddypeople behindhe websites b

Kproviding false particulars about the owners ofdbenain names. /
ﬁ\ternet is a Legal Right of the Citizens \

Finland has passed a law making Internet, a leiggit rof the Citizens. What
interesting to note is that more tha®® in Finland already have Internet connecti
Their present law requires that internet operate atranmuim of 1mbps with a cave
that it increase to 100mbps in next 5 years. Fréwasealready declared internet a hut
right. Finland is the first country in the world éstablish Internet as a legal right.

\_ /

m’AA Suit filed on Health Net Inc \

Health Net a health insurance company lost a laptoypaining medical records of up
to 1.5 million in unencrypted form. The Companyaepd the lost records in
November 2009 after 6 months of internal invesicyat

Now a suit has been filed by Connecticut stateratyp both for security breach as w
as not notifying the affected customers. The complalso seeks a court orde
blocking Health Net fromantinued violations of HIPAA (Health Insurance Rduitity
and Accountability Act) by requiring that any proted health information contain
on a portable electronic device be encrypted.

This case marks the first action by a state atiompeneral invtving violations ol

HIPAA since the Health Information Technology faxdaomic and Clinical Health A
(HITECH) authorized state attorneys general to afélIPAA. /

[Collected from various sources]
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Knowledge + ]

The Compliance Dilemma of an Intermediary

We have seen many cases under various provisiotiBA02000/8 where Cyber Caf
owners in India have been pulled up for the nasoisthe facilities by their customers
We might have then wondered how the innocgyther Café owner can be hauled up
the offence committed by a user of his facility.

In 2004, Indian Corporate world was struck by the realaratihat even a Corporate ClI
can face the same fate &g tCyber Café owner, when a member of baazee.eorice
uploaded an illegal content to theaeetion site and the CEO of baazee.com was ch.
with an offence under Section 67 of ITA 2000 whiebhnically exposethe CEO to th
risk of imprisonment up to 5 years.

This incident drew the attention of the corporatald for the first timeto the vicariou:
liabilities provisions of ITA 2000 (Information Tkoology Act 2000)applicable tc
“Intermediaries”. ITA 2008 (ITA 2000 as amended Ikyformation Techology
Amendment Act 2008has further enhanced the responsibilities of fintdiaries” ant
Companies need to take due notice tktzir responsibilities have also increa
correspondingly. In other words, CEOs need to examnder what circumstancekey
fit into the definition of “Intermediaries” and face the vicaus liabilities as provided
the Act.

According to Sec 2(w) of ITA 2008,

"Intermediary” with respect to any particular elemic records, meangny person wh
on behalf of another pson receives, stores or transmits that record asvptes an'
service with respect to that recomhd includes telecom service providers, netv
service providers, internet service providers, walsting service providers, sear

engines, online payment sites, online-auction stekne market places and cyber cafes.

This definition includes any organization which tkes information on behalf of anotf
person. This means that “Ownership of informatiandied” is a key issue to determ
if an organization is an “Intermediary” or n&y handling information not belonging
oneself, the organization would be exposed to tesipility that such information cou
be instrumental in contravening any of the prowvisiof ITA 2008.

Normally, a Company owe all the information generated by itself. Howe'
occasionally, it alstiandles information that belongs to its clientsinathe case of BPC
or Internet service providers or Mobile service ypders or Telecom companie
Companies also handle information belonging teployees. In suchases, it assum
a role of an “Intermediary”.

At a time when “Cloud Computing” is becoming theler of the day and “Outsourcin
is already established as a model of business, araenore companies offer sensde
third parties and all of them are open to the rigksing out of handling third par
information. Hence the relevance of the definitadn “Intermediaries” is felt by mar
companies.

...Contc
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Knowledge+.. ]

There are many offences under ITA 2008 that maygdramitted with the use aata ol
information in electronic formlt could be connected with obscenity as in theecat
baazee.com awith false information hosted on a web page. Tleexddd be Phishing, Cyb
Stalking, Advance Fee frauds and of course theitientity information such as Credit Ce
data. There could beraails and SMS messages which may carry terrorissages. Thel
could be malicious codes bundled with other condit delivered to unsuspecting victims.

Any of these kinds of poisonousformation handled by a system owned by the Com
could be considered as an “Offence Committed byGbenpany”. Though the offence

actually committed by a third party, the Company @s officials would have to bear t
vicarious liability under Sation 85 of ITA 2008 unless they can establish tinaty have
practiced “Due Diligence”.

There is also Section 79 of ITA 20@8ich is important to determine if an “Intermediary
liable for the offences committed with the userdbrmation which it hadles in its capacit
as an “Intermediary” but does not belong to itself.

During the time the amendments to ITA 2000 werendpasonsideredthere was a goc
debate on the need to provide a safety net foefinédiaries” such as baazee.com being
liable for the offences committed by the users of theivises. Even in ITA 2000, the secti
79 provided the escape clause for Intermediar@sngt that “An intermediary shall not

liable...” if certain conditions are fulfilled. Thisection has been sligitmodified in ITA
2008 and the section now reads as under.

Exemption from liability of intermediary in cenacases

(1) Notwithstanding anything contained in daw for the time being in force but subj
to the provisions of sub-sections (2) and €8),intermediary shall not be liable for a
third party information, data, or communicationHKirhosted by him

(2) The provisions of sub-section (1) shall apply i

(@) the function of the intermediary is limited fwroviding access to
communication system over which information madelave by third partiesis
transmitted or temporarily stored; or
(b) the intermediary does not-

® (i) initiate the transmission,

® (i) select the receiver of the transmission, and

® (iii) select or modify the information containedthre transmission
(c) the intermediary observes due diligence whikzltarging his duties und
this Act and also observes such other guidelinethasCentral Government m

prescribe in this behalf

...Contd
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Knowledge+... ]

(3) The provisions of sub-section (1) shall ngblgpf-

® (a) the intermediary has conspired or abettedaided or induced whether by thre
or promise or otherwise in the commission of thiawful act

® (b) upon receiving actual knowledge, or on beingifieal by the appropriat
Govermment or its agency that any information, data omoaunication link residing i
or connected to a computer resource controlled Hey intermediary is being used
commit the unlawful act, the intermediary fails @gpeditiously remove or disat
access to that material on that resource withotiating the evidence in any manner

Explanation:- For the purpose of this section, gx@ression "third party information”
means any information dealt with by an intermediariis capacity as an intermediary

Essential aspects of Section 79 which we may a@te

a) When an intermediary receives knowledge that somawdul act is being committed wi
information under his control, he needs to “expedgly” remove or “disable acces:
“without vitiating the evidence in any manner”.

b) The intermediary shall observe “Due Diligence.

Thus both under Section 85 and Section 79, it besoassential for the Intermediary to establish
it is practicing “Due Diligence”.

Unfortunately, the term “Due Diligence” cannot kesky reduced into a “Check List”. Though IT
2008 was notified to be effective from October 2009 and all sections including Section 79 of
2008 have become effective from October 27, 2009eRunder Section 79 have not yet L
notified.

Similarly, one more section which has become effeagainst the Intermediaries but for which the
rules are not yet notified is Section 67C whiclkgabout preservation and retention of information.
This section states

(1) Intermediary shall preserve and retain sucloiniation as may be specified for such duration and
in such manner and format as the Central Governmeay prescribe.

(2) Any intermediary who intentionally or knowingigntravenes the provisions of sub section (1)
shall be punished with an imprisonment for a terhicw may extend to three years and shall also be
liable to fine.

This section when read with Section 79 indicates ififormation which may form an “Evidence” &
any other information that may be specified by @@®/ernment at someomt of time in future whe
the rules under Section 67C is notified, need toeb@ined in an appropriate form for an appropi
time.

This is one of the mangompliance obligations that Companies need to violemd documer
immediately. CxOs need to etk if the requirement has been taken care of @ir trespectivi
organizations. In order to understand all the ingilons of ITA 2008, it is necessary for the Ct®©
conduct an ITA 2008 compliance audit and take resrgssteps for compliance.

Naavi
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Questions and Answers ]

m intend using this sechicof the news letter to answer the Cyber Lam
queries raised by our readers. This being an imaligssue, we don’have an
guestions to be answered.

We hope that this would be one of the most vibssttions of this news lett
which may generate illuminating debates which wdagdf use to one and all.

We appreciate if queries are raised by personsatidg their Name, Occupati
and Contact details. We however dowant to restrain the readers from rais
guestions without revealing theadentity. Such readers may therefore senc
guestions as “Anonymous” in which case even themad ID would not be
provided on the news letter.

All questions may however be sent by e-maidavi@in.conby e-mailwith the

{ubject line containing “Cyber Laws for CxOs".

Since there are no questions from the readerssnrthugural issue, we wi
a question for all the readers and invite answers.

“Cyber Laws have been in force in India since Oetob7, 2000 and some of t
provisions of ke law required compliance by Companies. Howeveny
companies ignored ITA 2000 compliance as a patheir management foct
Some of them even declared under Corporate Goveen@ertification (unde
clause 49 of SEBI regulations) that they were cgmglwith all regulatory
requirements.

What according to you were the three principle eesfor the Companies
ignore ITA 2000 and what are your suggestions toemd the prevalence of

non compliance environment?
Edity

Naavi's 1A 2008 Emergency Help Center
ol Conporate Directors andlCEOS
CalliNowonr Ealls i -0545554 94 58

T
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z_“j=—_/ —

e

",

naavi@vsnlicom
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Messages

M.Rakesh Goyal
WWW.Sysman.in

me enewsletter on Cyber Laws for CxO is the most appatg initia@

taken by Naavi. It is the need of the hour. Witfotmation Technology Act-
2008 natified, CxO has lot of responsibilities ar@mpliance requirements.
the current scenario, there is a big gap betweenkttowledge required ai
knowledge available regarding IT related lawsd degal provisions, bot
national and international. This newsletter will tiiis gap effectively.

| congratulate Naavi for this timely initiative. Bia is one of the best suiti
persons to edit and publish this newsletter, givisnexpertise, expemee anc
exposure to the provisions of IT Act, since year 00

| am sure that this newsletter will be most usefudl appreciated by the C;
fraternity and also other users including reseas;hgolicymakers, la
enforcement, judiciary, advocates and IT Secutitgents.

Ravi
Jagannathan

ﬁ congratulate Naavi on the initiative to launcheaws letter for CxOs to prov@
Cyber Law related information to the business margg

This was along felt need of the industry since adoption ofAIT2000
requirements in the industry has been very slowthPthis delayed respon:
was due to the lack of adequate information flovih® CxOs.

| suppose this news letter would fill this inforiest ggp and catalyse tt
industry to adopt Compliance requirements as egedainder the Indian laws.

V.Rakesh Nag
[IMA-Student

During a project assignment at IIMA in the firstayel worked on the subject
Information Security and realized its dependence&gber Laws-a subject the
CXO's are coming to terms with only recently.

| therefore decided to join the online course ib&ylLaws at Cyber Law Colleg
so that by the time | graduate and join the industwill have acquired some 1
the skills to nanage the legal aspects of Information Securityichvih believe
will be critical going ahead.

Recently, | also came to know that another manageimstitute in Ghaziaba
has introduced a regular course in Cyber Law. Thsset the trend and | exp
that Information Security management will become iategral part o
Management education in India in the near future

I will soon enter the industry where | will be régd to manage business
totally dependent on Information. | believe thiswsdetterwould be of immens
help in keeping me up to date with developmémtthe field of Cyber Lav
which will be critical as | work my way towards hgia CxO in the future aft
passing out from IIMA.

Naavi has received a few personal messages fremdiwith official responsibilities who have appaged the
introduction of this news letter but have expresdesr desire not to be quoted for their own reasdiie
respect their sentiments and express our appracidbr their support. Naavi

©Naavi
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Disclosure

This is an e-news letter published by Ujvala Cotasus Pvt Ltd, No 37,
“Ujvala” 20" Main, B S K Stage |, Bangalore 560050. (Ph: 086028:90). Web:
www.ujvala.com E Mail: ujvala@md2.vsnl.net.in

The news letter is being edited by Naavi, Na.Vighankar, no 37/5, “Ujvala
20" Main, B S K Stage |, Bangalore 560050. Welww.naavi.org E Mail:
naavi@in.com

A copy of the news letter is also being hosted dme twebsite
http://www.cyberlaws4cxo.comn future the news letter may be reguoed in
any other website owned by the same managemertst assignees.

The views expressed in the news letter and theingpstebsite would b
considered as belonging to the respective authods provided for educativ
purpose and are not considered as legal advise.

Any comments and complaints if any may be semiéceditor ahaavi@in.com
for resolution.

Contents of this news letter may be reproduced onlgpecific permission froi
the editor and with due credit.

Copyright in respect of any contributions from auth published in the nev
letter will be deemed to have been transferrechéopublisher at the time tl
article is submitted for publication. In the evamt author intends to publish t
same articlein any other publication, he shall inform the psbér of Cybe
Laws For CxO the name of such other publication alsth add a note “Fir:
submitted for publication with Cyber Laws For Cxidthe other publication.

Any dispute arising out of the publica shall be settled through arbitrati
through the virtual arbitration centbttp://www.arbitration.inas per the terms
the Indian Arbitration and Conciliation Act 1996.
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