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[ Editor's Note ]

Dear Readers, l
Cyber Terrorism has been a term which is engagingattention for quite some 1 ° =
time. While terrorism on the physical space hambae inevitable part of our_ _©
life, as we move some of our critical economicvéadls such as Bankingy it "
Investment and E-Governance on to the Cyber Splae¢hreats of Cyber Spacé™®
being used to further the cause of terrorism lotemge on the society.

After the terrible 26/11 attack in Mumbai, there svasudden realization that misuse of Cyber
Space for terrorist objectives need to be tacklétth &wn appropriate legislative response. This

resulted in the then pending amendments to ITA 2@€lg speeded up and passed by the
Parliament in December 2008.

One of the key changes that were made to the digislin the amendments (ITA 2008) was the
introduction of section 66F which described an ke titled “Cyber Terrorism” and prescribed
“Life Imprisonment” as the possible punishment.

We have completed more than an year after theitefirof “Cyber Terrorism” was inserted into
our statute and the Kasab trial has been succdgstoimpleted without the invoking of Section
66F (Which incidentally became effective only froetober 27, 2009 and is relevant for future
attacks of similar nature). It is time now to examthe Section 66F of ITA 2008 on how it has
addressed the issue and how it impacts the Cotpa®ctor in particular.

The first thought that occurs to the ordinary oheris “Whether Cyber Terrorism is different
from Terrorism as we know today?”, “Is it meant pootect the Physical Space? Or Cyber
Space?”, “If Cyber Terrorism is terrorism with Cyb&ools, is it not already covered under IPC
or UAPA? (POTA)”, “Does Section 66F also cover Cyl¢arfare?” etc.

An attempt is made here to throw up some discugstmnts which hopefully will provide a
platform for analyzing the impact of Section 66F@uorporate and also indicate some remedial
action that can be contemplated in an organization.

In addressing the Cyber Terrorism aspects under, lawis also necessary to address the
dismantling of the support structure for Cyber Teism. In this context we need to discuss the
growing tendency of Cyber Crimes that indicate adfuaising effort for terrorist activities.
“Phishing” in India is being used extensively tongeate such funds and a few Banks appear to be
in the forefront of being a support base for a r@twvof Phishing fraudsters who systematically
execute phishing frauds. A few E-Commerce busigesgd as Traveling agencies are also being
systematically exploited by terrorists. Companiesuch businesses therefore need to address this
problem on a priority basis.

In finding a solution to the problem, this issusafocuses on mitigation of “Insider Threats” and
approaches to mitigate them.

Hrv*”

June 14, 2010
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[ Cyber Law News for CxOs ]

Manchurian Microchip

Viruses and Trojans that come vianail attachments ¢
SQL injections have been known for some time. Haawg
as Cyber Crime developed as an industry, new diioe!
of CyberCrimes as “Cyber Terrorism” followed. In the
new avatars of Cyber Crimes, the resources availtk
criminals increased manifold.

In the last few years, yet another gimadation occurred |
Cyber Crimes with the evolution of Cyber Wars whitre
Statesupported setting up of an infrastructure withie
enemy territory which could be exploited in timdsieed.

“Manchurian Chip” is the outcome of such a develeptr
It represents the rogue microchip embedded in hare
devices, programmed to providebackdoor entrance tc
designated network. While it could be useful fomoge
servicing by the manufacturer, it could also bedt
maliciously by any person to steal the informatafrthe
user or otherwise usurp control of the user’s caepu

A concept which emanated out of a 1959 novel *
Manchurian Candidate”, where a POW is brainwash
act under the control of an enemy force upon @erighas
now assumed greater relevance because of the &xpfi
Chinese in the hardware market.

According to highly placed intelligence sourcesUSA
there is a distinct possibility of Computers asslehbn
China and using Chinese made hardware coulc
embedded with such spying microchips.

Scotland Yard has @htified such chips in the Credit Ce
swiping machines supplied to th market by a Chines
firm. It was speculated that these machines weotoded
to send credit card information to a Chinese IPresk
and could have been used by AlQueda for terrorifigad

Hardware related risks are therefore the biggestarige
to Information Security professionals. Just as wedhtc
insist on “Source Code Audit” in respect of Softeait
has become necessary for hardware purchasel
extersively check for possible presence of Manchu

Microchips in the hardware supplied to them.

Telecom Security Certification
Authority

In order to overcome the risks of secret cc
embedded in software and hardware supg
by international vendors it is necessary
ensure that ry software or hardware used
India in the telecom industry, should be sub
to a “Security Certification” where ¢
accredited agency would check
software/hardware appropriately and cer
them as safe to use.

Indian Government has recognizedsttisk anc
has initiated some counter action in this reg
Accordingly, the Telecom Regulata
Authority has made it mandatory for Secu
Certification in respect of Telecom equipme
supplied to Indian service providers.

Presently, the Telecom insliy proposes to us
British Telecom to check the security
Chinese Telecom equipments.

Such certification is also necessary for the
industry particularly in Governme
establishments and other “Critic
Infrastructure Resources” as defined in |
2008.

While ITA 2008 takes the responsibility
introducing enabling provisions in law to me
the suppliers of such software or hardw
liable under Section 66F of ITA 2008 for Cyt
Terrorism and impose a maximum of “L
Imprisonment”, the mechanism  orf
implementing the certification is still in i
infancy.

Will the Indian Government develop hwuse
capability for such testing and certification?
will it depend on commercially availah
international security certification agencies?
will it take the assistance of US Secu

agencies that otherwise provide such support t

the US Government? are some of the is:
which still require to be sorted out.

J

4 N

Some of the recent Phishing and hacking of E-Coroenamrebsites ifindia indicate that the offence was committec
persons who used the benefits for either raisiisty éar the terrorist operations or to meet somiésagxpenses.

Terrorists use Hacked Website to Mobilize Resources

Unfortunately, neither the affected Banks nor E-Guerce Webs$es seem to have understood the seriousness o
attempts and refuse to even keep the authoritfesnied. Reserve Bank éfidia has also failed to impose the neces
discipline in the industry to ensure that all CylBeimes in the banks are appropriately reporteddha system for suc
reporting does exist on paper. Hope this commelhtwake them up at lest now. j

\_
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[ Cyber Law News for Cx0Os..z ]

/ Cyber Security Summit in Dallas \

In the first week of May, a Cyber Security Summasaheld in Dalla®JSA in which experts from many countri
participated and discussed relevant issues. Tholuglorganizerdailed it as the “First” Cyber Security sumn
people in India remember that Karnataka Governroeganized Cyber Security Summit 2009 last yegBangalore
which was a highly successful event and a pathkimgaevent in India.

What was interesting to observe was that many @&écurity functionaries in the Indian Governmehbwgkippec
the Bangalore Summit did not miss an opportunitgttend the US summit.

Hopefully they have come back with an InternatioRaftspective which they can share with the Indialolip when
Qe next Cyber Security Summit is held in Bangalore

/ US Military Will Respond to a Cyber Terrorist Attac k \

Indicating the seriousness which US attaches teeC@pace security, the US Military has confirmeat tih would
use full force if necessary in response to a Caltack against United States.

India needs to appreciate that the kind of attasgkexperience frorRakistan is in the form of a proxy war and w
we face from China is in the form of a preparafimna future dominance. We need to retaliate oh froints.

Today US Cyber assets reside not only within the dé8graphy but also elsewhetadia is one of the majc
outsourcing partners for US and holds a big chdrnl#® Cyber Assets in a proxy form. If an event vehdS Cyer
assets in India are attacked, the US military nensider it as its right to intervene in the defense

Indian Companies who hold US cyber assets and Wanies in India need to recognize th& approach an
develop suitable compliance mechanisms.

- /

/ Dow Jones Drops by 1000 points \

Week ending 18 May saw a huge drop of over 1000 points in the Dimmes industrial index in US raisi
speculation of a possible Cyber Terrorist attacke TSecurities Exchange Commissi®EC) has denied ar
confirmation of a cyber terrorist attack whichgtzered 17 million transactions within 1 hour and r@8lion
transactions on a single day. However the abnoawi@ity which overcame the circuit breaker meckars alsc
indicates the vulnerability of the stock marketteys to software induced crashesh&her the reason was an el
kin entry of some transaction or a cyber terroristack or a kind of virus, only further investigateowould reveal.j

/ What is the Next Target for Cyber Terrorists in India? \

Security analysts predict that the next targetGgber Terrorists ifndia is the UIDAI which is setting up
database of Indian residents wiglensitive information which would in due coursethe base information fc
issue of Passports, Driving Licenses and to perli@ for Bank accounts.

It is suspected that terrorists would be plantiogne of its sympathizers into UIDAI as employees
registration agencies and ensures that in a cafplears the “Human Bombs” inside UIDAdould help the
terrorist organizations to access information fidi®Al which can be misused.

Let’s watch how UIDAI is addressing the securityuss both from Technical, Legal and Human angle.

. /

©Naavi Issue 5 4




Knowledge + ]

Human Bombs Inside an Organization

Terrorism is the bane of the modern society. Whretlegeare in business or Governance or we are Si
the common men on the street, we need to worry tatt@ impact of terrorism on our lives.
organizational heads we often see that our busijess red to be modified because we need to ¢
our back against the effect of terrorism that ithi environment.

In manufacturing companies, there was a time wisattrity” meant preventing stealing of some of
products of the company. A good friskiaf) the exit gate was all that was required to mandoday
this is least of the botherations. A reputed comaday has to guard against a Bomb being placex
Car which is parked in the basement, A truck ladéh explosives ramming into the buitd) or even i
computer virus that disrupts the activity. Heneaddition to the Physical security with Armed Gis
Electronic and Chemical sensors, CC TV monitorBygtems etc there is a complete laye
information security with Firewalls and other gatsge

Despite the large investments made by CompaniBéiysical security devices and Information secu
the CEO is still not confident that the securityeiable. The reason is that all the security sneee
indicated earlier tries to guard the Company ada&xrternal threats.

But a major part of the threat to a Company coma® fwithin. It
may not be a Kasab who rams into the Company walsTruck to
create problem, but a trusted car driver who drthesCEOSs car
mematien —\yith his wife and children in the back seat and RiD3ide the

Human bOOt.

Physical

In such a scenario, Security in Corporate Spacainesja holistic
approach which combines Physical, Information ldachan
Aspects.

In 2007, FBI and Critical Infrastructure Threat Aysas division of US found that Mr Dhiren Barot
notorious Al-Qaeda agent who was arrested in UKihatluded one of his terror team mates to se
an employment in a hotel idK to learn how to deactivate fire and securitytegss. In 2008, we sa
the happening of the 26/11 attack on Mumbai hotetere the terrorists displayed a remarkabl
knowledge of the interiors raising suspicions tahe of them had perhaps collected informatiorr
working in the hotel for some time in the housegieg section.

Again the 2007 plot to explode Jet fuel pipelinés)EK InternationalAirport was masterminded |
Russel Defreitas who had been a Cargo handlereaitiport. Recently we observed a crude bom
the cargo section of a plane in Cochin which cquédhaps be a trial run to test the security at th
airport.

In our own country the Rajiv Gandhi assassinatilm gucceeded because of the role Nalini playe
an insider.

Such Human Bombs are sitting inside many of ourawizptions, receiving pay packets from
companies and acting as the agents of the extemakists.Unless we identify and eliminate the
inside threats who are sitting as human bombs mithir organizations, the security strategy ¢
Corporate is incomplet
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Knowledge+.. ]

Approach to Defusing the Human Bombs

As a first step towardsliminating the insider threats to terrorism, wechéo identify the
employees who have a propensity for “Deviant Betavi and classify them as “N
Threats”, “Probable Threats”, “Potential Threatsid “Real Threats” and then initi
appropriate acties. This is a very sensitive operation HR persoilisjymp at the securit
person when such a suggestion is made. Many CES$ds rahy consider this atrociol
Unfortunately, the threats are so serious thah @tecious measures need to be tried i
need to limit the risk of terrorist attacks.

In order to reduce and eliminate if possible thesgality of errors, the findings in ti
Classification exercise needs to be validated wiuitable observation of the behaviou
the short listed persons more closely and thei@lzestson reviewed before crystallization.

Once the classification is complete, correctiveioacplan has to be initiated. While r¢
threats need to be kept at a distance and seningatke potential threats need to be avoided
from sensitive positions while continued to be pater surveillance. The probable thre
may contain those who need guidance and self ingonewnt behavioural training to bri
them back from “Deviant” to “Normal” status.

The whole exercise of weiad) out people on the basis of a behavioral trdadsdicatior
needs to be addressed in close association witHfhdepartment and as a part of the rec
corporate training programmes. Like all behaviouests, they would be administered
experts in a different nowork environment through games and exercises amdpotated tc
work situations.

This is an area of research and the assessmengineyaise to interesting observations
people. There may be the “Silent Killers” who appea be Imers, attend to work on
assigned but otherwise remain idle, inquisitive wbonrelated work and showing ke
interest particularly in the security issues. Tharay people who display “Systematiz
Absenteeism” such as being absent on specific daybe week or month, and leavi
without trace. There may be people who display ababties in how they get motivated 1
work. People with high greed quotient have longi@agged as potential fraud risks and t
continue to be terror risks as they ameeaable to act as “mules” and carry out malic
instructions from others without knowing the reaplications.

There are two major strategies that a securitygsibnal should consider implementat
First is the “Whistleblower Policy” with appropteconfidentiality, witness protection a
filter to avoid victimization. Key to a successflhistle blowing policy is to appoint ¢
external ombudsman rather than relying on an iateofiicial.

The second strategy is to devise appropriate HRranome map the deviant behaviou
tendencies through well established behaviourahse approaches.

...Contd
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Knowledge+... ]

Eric Berne’s Ego Gram Approach

Eric Berne introduced the theory of “Transact
Analysis” according to which he suggested that e
appear to transact from three types of ego stathsd
Parent, Adult and Child ego states.

By observing the behavioural patterns of peopl

different circumstances real and imaginary, it is pos¢

to draw a rough eggram of a person to identify tl

relative development of the different ego statesa

person and to identify which ego state dominatex
behaviour.

Normal Abnormal | Typically the ego gram of a dewit person woul
display an unbalanced development of the ego states

Similarly, Eric Berne also propounded a theory
“Scripts” that drive a human being to a type

behaviour during his life. He classified the sipito 4
| am Not OK . . . .
You're OK types, | am OK-Ya are OK being the idealistic positi
to | am OK -You re Not OK or | am Not OK, You a
Not OK as scripts driving criminal tendencies.

| am OK, | am OK, Identifying such script maps individuals in
You're OK VORI me el organization is a task that precedes the next cive
step.

Mapping the ego grams or Scripts of individuaknified as potential or probable threats is
achieved through not only game situations but tismugh extensive data mining techniques using
Natural Language Processing Techniques, Artificigdlligence through CCTV analysis, monitoring
of behaviour in social networking sites etc.

Additionally, basic steps such as Ethical trainialgtaining of ethical declaration etc need to bed
appropriately.

The human de-risking process in an organizatiacsmplex exercise but one which is essentig
the current rage amongst HR managers for a “nodHB&dred Recruitment”, some of these strate
may appear impractical. Only time will tell if theye critical to the survival of organizations i
terror filled world around us.

Naavi

Ujvala-Bellur E=Auditing Tool

For ITA 2008 Compliance
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Laugh and Learn ]

My client is

Terrror struck my lord

Let me check if
it is Cyler Terrmorism
under Sec GBF?

Naavi: If Terror is created in a section of society thgh Hacking, Virus or Denial of
access, with the intention of causing harm to tbantry, it could be a Sec 66F
offence.

This man is accused of

Does Cyber Space also
have Lakes ?

Naavi: “Phishing” today is not “Fishing”. However, as th&€Second life” concept
develops in future, there could be Cyber Lakesha tirtual world where “Cyber
Fishing” is prohibited and violation could be puhable

©Naavi Issue 5 8




Knowledge ++ ]

Section 66F Analysed

The Amendments passed to ITA 2000 through the 1T802amendment Act 2008 which hg
become effective since October 27, 2008s introduced a new section 66F into the 10 glkek
Act (now referred to as ITA 2008). This section em/what inindia can be constituted a:
definition of “Cyber Terrorism” and its consequeschk states as under

Sec 66F:Punishment for cyber terrorism
(1) Whoever,-

(A) with intent to threaten the unity, integrityeurity or sovereignty ofndia or to strike terror in th
people or any section of the people by —

(i) denying or cause the denial of access&ny person authorised to access computer s
or

(ii) attempting to penetrate or access a compusource without authorisation or exceec
authorised access; or

(iii) introducing or causing to introduce any CorngruContaminant.

and by means of such conduct causes or is likelgatsse death or injuries tgpersons o
damage to or destruction of property or disruptkrmwing that it is likelyto cause damage
disruption of supplies or services essential tolifieeof the community or addrsely affect th
critical information infrastructure specified undssction 70, or

(B) knowingly or intentionally

penetrates or accesses a computer resource withghbrisation or exceeding authori
access, and

by means of such conduct obtains &scé information, data or computer database
restricted for reasons othe security of the State or foreign relations; amy restricte
information, data or computer database,

with reasons to believe that such information, dataomputer datase so obtained may
used to cause or likely to cause injury to therggts of the sovereignty and integrity of Inc
the security of the State, friendly relations witheign States, public order, decency or mora
or in relation to contempt ofoairt, defamation or incitement to an offence, othe advantag
of any foreign nation, group of individuals or otivése,

commits the offence of cyber terrorism.

(2) Whoever commits or conspires to commit cyber tésrorshall be punishable with imprisonment
which may extend to imprisonment for life’.

If we closely analyse the Section 66F provisions, mcognize that the offence under
section is recognized under two sets of conditrepsesented by sub sections 1(A) and 1(B).

©Naavi
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Knowledge++... ]

Sub Section 1(A) requires three conditions to be toeconstitute an offence as “Cyt
Terrorism”.

The first condition to be satisfied is that “Theteould be an intention to threaten the ur
integrity, security or sovereignty aridia” or to “Strike Terror in the people or anycsen of
the people by certain activities”.

The activities that need to be committed for thgopee of “Striking Terror” could be

) denying or causing denial of access
i) Unauthorised access to a computer resource
i) Introducing a computer contaminant

Finally by means of such intentional act, deathn@uries to person or damage to prop
disruption of critical services essential to the lof the community etc should have b
caused or is likely to be caused.

Since the above requirement includes “destructibrproperty” and “ Information” i
consdered as “Property”, any damage to information Whadls under Section 66 or 65
ITA 2008 also qualifies for invoking Section 66Ftlife malicious intent is to “threaten f
unity of India” or to strike “Terror” in a sectiaof people.

The second subsection of 66F can be invoked “indtion restricted for access for reas
of security” is accessed again with the intentibraféecting the integrity of the nation e
Here, the emphasis is classification of informatasn‘Restriadd”. It is not clear if this ca
be invoked only in case of information held by tRevernment or may also be invokec
case of information at the hands of private se@@ompanies engaged in providing servi
to defense sector could be holding suclriesed data and need to take steps to classif
data appropriately if they need to use the prategirovided by this section.

The section however raises doubts as to whetragplies to “indirect offences” where t
offensive action itself does ndlirectly satisfy one of the above conditions iused t
support the activities leading to a threat to titegrity of the nation.

Hence when a network of “Phishing” is establishedraise money for terrorism
“Logistics Network” is establishedbtfund the traveling of terrorists, though the offe
easily qualifies under Section 66, additional emmk may have to support its escalatio
Section 66F.

The punishment prescribed under the section isf¢ lthprisonment” and hence a corr
application of the conditions has to be ensurgatéwent misapplication of law.

At the same time, it would have been better if $eetion had clarified at least through

explanation that “Intent to threaten under thistisacincludes intention to provide gn
support to such activity by means of funding oreottise”. This would have clarified tl

meaning of “indirect intent to threaten the unihdantegrity of the country”.

Naavi
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[ Questions and Answers ]

We intend using this section of the news letteairiswer the Cyber Law related queriesh
by our readers. This being a special issue on &idtgnatures we are using this spac
explain some of the basic concept of Digital signed.

We apprecite if queries are raised by persons indicating tName, Occupation and Cont:
details. We however don't want to restrain the esadfrom raising questions withc
revealing their identity. Such readers may theeefeend the questions as “Anonymous” i
which case even their e-mail ID would not be predan the news letter.

All questions may however be sent by e-math&avi@in.conby eimail with the subject lin

Q)ntaining “Cyber Laws for CxOs”. /

What Constitutes a Cyber Terrorism?
According to FBI,
“Cyber Terrorism is any premeditated, politically otivated attack again

information, computer systems, computer programms] data which results ir
violenceagainst non-combatant targets by sub-nationalpgrou clandestine agents.

U.S. National Infrastructure Protection Center esi “Cyber Terrorism” as

"A  criminal act perpetrated by theuse of computers a
telecommunications capabilitiesresulting in _ violence, destruction anc
disruption of servicesto create fear by causing confusion amnucertainty
within a given population, with the goal ohfluencing a government
population to conform to particular politicabcsal or ideological agenda”

These definitions essentially mean that “Terrormmmitted with the use of Cyber Tools
recognized as Cyber Terrorism”. This definitiorhswvever dependent on the damage tc
physical soety and does not fully address the instances wierelamage is restricted to
Cyber Space. We may however extend the definitmrCyber Space attacks since t
anyway create uncertainty in the given population.

The Indian Legal definition is conteed in the 2008 version of Information Technold¥pt
2000 which is analyzed in greater detail elsewlertis news letter. Under Section 66F
the amended Act, destruction of property is coveasd one of the requirements
constituting an offencas “Cyber Terrorism” and this may include “Cybeoperty”. A few
other conditions are also to be fulfilled for a &y Crime” to be escalated as “Cy
Terrorism”.
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[ Questions and Answers }

/ Cyber Terrorism and Cyber Crimes.. How related? \

Cyber Crimes are committed for individual gainsb€&yTerrorism is committed for a cau
However, since Cyber terrorism includes risingwids and also destabiligjrof the norma
activities of the society, Cyber Terrorists look‘@yber Crimes” as helping in their cau
Hence Cyber Terrorists encourage Cyber Crimes. Hi®y try to harness the proceed:
Cyber Crimes to fund the terrorist activities. Her@yberterrorists try to establish, maint:
and develop an underground economy for Cyber Crimes

A large part of “Phishig Frauds” raise funds which eventually reach test@rganizations
To proliferate Phishing, Cyber Terrorists need @intain the supporinfrastructure whicl
includes spamming, rogue ISPs etc. Cyber Terromatsy also indulge in “Cybe
Extortionist” activities by exploiting the securitylnerabilities in organizations.

\iounter Cyber terror strategies therefore incluglee€ Crime mitigation. /

KA Government Website is hacked and defaced. It caigs some messages promoting \
terrorist cause. Is it Cyber Terrorism?

This has created “damage” to Government propérgugh unauthorized access. If the
message displayed can be called as promoting erspityading disharmony etc, the act can
be considered as Cyber Terrorism. j

fl have received a mail stating that “Bombs will beplaced in a few Government \
Offices and set to explode some time next week”. iksCyber Terrorism?

It is a threat likely to cause physical damagelasd of life. It would create terror in a
section of the society. Hence it may be coverecu@yber Terrorism

- )

A Hacker obtains the e-mail addresses of several @rnment functionaries including
those working in the defense department. Is it CylyeTerrorisim?

Could be. Since the information can be further useatcess classified information and
used against the interest of the sovereignty atedyirty of the nation.
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[ Questions and Answers ]

/Ihave received a mail stating that the popular Cref Minister who died in a Helocopter\
crash was actually murdered by some religious fanats who created a malfunction in
the helicopter deliberately. The message has beegns to many and riots have started
in the street. Is it Cyber Terrorism?

Spreading rumours which are likely to cause uraedtincites commission of offences,
damages public order could qualify as Cyber Tesrmrunder Section 66F of ITA 2008

)

/A suspected Naxal sympathizer sends an SMS message State Government that if\
all trains to the Capital city should be stopped Otherwise they will be blasted. Is it
Cyber Terrorism?

Yes. Cyber Terrorism is also recognized when irgledisturbances are caused by the
residents or citizens of the country. Even Naxébdies in Cyber Space may come under
Section 66F of ITA 2008

. /

Indian Banks are US Patriot Act Compliant !

When we observe that some of the Indian Banks stattheir website that the Bank has taken stej
comply with “US Patriot Act”, one feels that the id& have come of age to recognize the risks of €
Terrorism to the extent that they are scanningihatiional laws and diligently complying with them.

However, the Indian Banks have not recognized ttiey need to comply with the Indian ITA 2008 wh
interalia requires compliance of other associatecusty guidelines including AML wikh is extremely
important to avoid the Banking industry being utsdiunding Cyber Terrorist activities.

Taking steps to prevent commission of offences Wwiniay be classified as “Cyber Terrorism” is parthod
due diligence of any organization incing Companies. IT and IT Services companies aretialle in this
regard and need to establish a suitable Countaofi@n strategy as part of their Information SeisL
program. This requires classification of informatias “Section 66F critical” be$ts avoiding purchase
hardware and software without appropriate safeguardrurther the HR policies need to be suit:
structured to ensure that potential threats irffah@ of people are properly addressed.

Probably the exercise has to start wille tCEO is being trained in “Counter Cyber Terrofisith is
necessary for our Management Education Systemst iatroduce “Information Security” as one of
necessary subjects to be studied by students bieyegraduate out of premier management schools.
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[ Reader’s Questions]

One of the main objectives of starting this e-N&i#ter was to disseminate Cyber Law information to
the Corporate sector. In order to sustain a momenfor this news letter, it is very important that
Readers should raise their doubts on various relevssues. | am therefore looking forward to such
guestions flowing in from all of you.

| do appreciate that the mailing list of this negttr consists of many persons in Government, Banks
and Companies and perhaps even in Police and JmgicBome of them may be not comfortable to
reveal their identity. We however assure you thdéss the readers want, we would not publish their

names or even the e-mail address.

We have picked one such question here from a resatdgras “Anonymous” and others may also send

their queries similarly. We recognize our respoiligjbas a “Journal” and ensure that the identityf o
the person would not be revealed.

Naavi

Question from Mr Anonymous:

| just wanted to know details regarding 'deletidran email without authorize
access to the system by a third party, with regémdsyber law and Informatic
technology Act 2008.

This offence attracts multiple sections of ITA 20Qfauthorized Access” invokes Section 66 alonthwhe
civil provisions of Section 43.

“Deletion” also attracts Section 66 and Section 43.
It may be necessary to prove that the deletiondes® with intention to create a wrongful harm to @erson.

The punishment is a possible imprisonment of upgea8s. If any financial loss is suffered, damages be
claimed to the extent of the loss and related costs

The complaint for claiming damages should be madée Adjudication officer of the relevant Stafgaia
damage claim of Rs 5 crores.

The difficult part is to gather necessary evidemtgch may be possible only of a complaint is fikeith the
Police and they initiate investigation.

If the victim remains silent when such an offenag lheen committed, it may harm his interests wleewdnts
to take action against the same person for a sinaitd on a later day.

It is therefore recommended that the victim filesaaplaint and registers an FIR even if the chanoka
successful investigation are not bright.

Naavi

P.S: Views expressed here may be considered asstiggand other experts may have differing opiion
Answers given here are for academic clarificatiowd @lebate and do not constitute legal advice.
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Building the Digital Security Consortium in India

With increasing dependence of the society on Cymace and Digital Documen
Digital Security is a matter of concern for allidtno longer possible for individusato
conduct Banking or Stock Market activities or ewstain Citizen to Governme
activities without using the Cyber Environment axposing oneself to the risks
Cyber Space.

With the launching of the Unique ID System, everglividual inIndia will soon hav
his basic identity linked to the Digital Data calléde UID.

In the coming days we will not have exclusive @itig or exclusive Netizens. Eve
one of us would be Cinezens with our UID in cybeace and existenda physical
space. We will have assets both in Physical andeC8pace and some physical as
such as Bank funds being held in digital form.

Under these circumstances, it has become crithedlthe security of digital space
the key determinant ahe society. Lack of digital security would thrahe life of
future citizens of the country.

It is therefore considered necessary for all thilse are interested in the wellbeing
the society to come together and work for the comrgoal of a “Securdigital
Society”.

Since the task before us requires action on sevesats and in several place
Naavi.org has undertaken a task to build a “Dig8alcurity Consortium” inndia
which proposes to bring together all likemindedgamizations workg in the Cybe
Security space inndia under a common umbrella banner of “Digitalc@ay
Consortium”.

The objectives of the Consortium would be to wawards Digital Security in all it
dimensions.

Naavi invites H interested persons or organizations to comettegen this initiative
Naavi also invites Corporates to join in this iaitve as part of their CSR initiatives
support the activity of creating a “Secure DigtBaiciety” in India.

Interested persons may contaehvi@in.conwith necessary information.

Na.Vijayashankar
(Naavi)

Be A Part of the ADR Revolution in India

Use online arbitration for lower costs and greateconvenience
At
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